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Who I am’?

. f-.,_ - Roelof Temmlngh

» Completed Bachelors degree in Electronlc
' Engineering I i

L Started SensePost W|th frlends in 2000

.+ Talked/trained at BlackHat, RSA, Defcon FIRST etc..

L ~ Co-wrote some Syngress books =~
B Built tools@ SensePost-aW|kto Suru B|D|BLAH

| Crowbar i
Today L a :“'“~af*€;: :
Started Paterva beglnnlng of 2007
R&D Briss



Th|nk deep mtnospectlon |
'_Why do we hack? e 3
.-__No Imean reaIIy

PATERVA |
‘See if |ts safe because I bank there - yeah OK |fs | |

you say so.

The pleasure rrom seerng tne lock open —— the |nto.
appearrng on your screen Control over the Iock |

| |ts berng able to do thlngs normal people can't,
B knowrng thrngs that normal people dont

t's '933 abOU’[ applylng,_the,|nform;at|on->knowledge' |



Thmgs are changlng

(at Ieast from the outS|de) _ | PATERVA |.
i'qun Iast did you---fully own a box’? (root/system)
When last did you fully own a database? |
When was the last proper worm?

W

qere have aII the scrlpt kiddies gone’?’? i

At Ieast from outS|de you are deallng wrth 3

 ports— 80,443 and 25.

If you own somethrng today it's probably via a web
applrcatlon gone wrong, or it s a client via a vuln in
a clrent side app (thrnk browser emarl clrent)
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~ Job security - NOT!

PRTERVA |

| Company X asks for a externaI seounty assessment
Company X has one statlo website (and emall)

- As security expert you need to assess it.

» Nmap,Nessus,Wikto/Nikto — now what’?
The most used tab in Wlkto’?

Are they reaIIy worned about an Oday on the|r IIS6’7

Or that 'bad thlngs happen on the Internet .
- The unknown aImost aIways scares.. |



th . ‘
HackersG sense | PRTERUR |-

Peope regularly ask me - what can you f|nd out about e
... without touohlng/haoklng them | ;

... without them knowing i |
= Most of the tlme it turns out there is a lot to be found’

-. “Why oouldn t you do th|s’?’?” E

. Because we know the. fabric of the 'net
. Because we think dn‘ferent thoughts

» Because we are have built-in devnousness
. Because we know who and how to ask

But why would you I|ke to know this?” o
Hackers are not interested in the applloatlon of data but

know how to get to |t



: Non tech people ask “what can you teII_ me about this:

People always ask me... BRTERVA |

Email address

ZCompany

Person

 Word/phrase

- Website

.and us tech people think:

1P addresses, virtual hosts

Netblocks / AS routes

Affiliations (Llnkedln Myspace Orkut Zoominfo, Facebook etc)
Microformats - XFN, vCards, hCards etc. etc.
- Forward and reverse DNS — MX/NS records

Whois records / rWhois and referrmg reglstrars -' i

Google fu / Deep web search
Services like ip2geo, wayback machme Google Earth Zoomlnfo
."Meta information in documents



 Part I reIatlonshlp collectlon

The thlnklng behind the framework T

B Step 1: What can you tell me about
~» Howwould you do it as a human? =>
Information transforms i |n the framework

- Step 2: Collect mformatlon |
.« Searching, surfing "

g Deep web & services | i

. Step 3: Parse/convert mformatlon to new entltles |

e Step4 Goto1 e --

i Fmd the hldden mformation R
'-.A->B e ang e '

| Xo-> Y -> C -

| :'-.__'._.th.ejn;A e
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L  1. Part I - relatlonshlp collectlon

Thinking behind the framework | PRiERA |

Entlty or Entltles = Transform P Entlty or Entltles
a Repeat o | |
Entltres | have now are

o .core/ent/t/es roeloftemmmgh$ /s 1

AffiliationEntity.java
DNSNameEntity | Java |
- DocumentEntity.j Java
- DomainEntity.java: - _
 EmailAddressEntity.j Java
ﬁ_ IPAddressEntlty Java
. LocationEntity. java S e
PersonEntity.java
PhraseEntity.java a
= -TeIephoneNumberEntlty java S
. jWebS|teEnt|ty java
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~ Part | - relationship collection:
Transforms == .=

Transforms are: (as of3Apr|I 2007) PMATERWA B

/core/transforms roeloftemmingh$ Is 1
- DNSNameToDomain.java _
- DNSNameTolPAddress.java -
-DNSNameToWebsSite.java =
“DomainToDNSNameBrute.java .
DomainTODNSNamel\/IXjava i
DomainToDocument.java - -
Doma|nToEmaﬂPhoneSﬂeGoogle Java
DomainToEmailWhois.java

| 'DomalnToTeIephoneWhmsJava ' . 26 tranSfOrmS

melTnAffl\/Iinam: java i Bt A
:EmallToDomaanava ittt ik and grOWIng Steadlly

Ema|IToEma|IPhoneS|teGoogIe java Hig
- IPAddressToDNSName:java - ,
-IPAddressToDNSNameVH java -
: IPAddressToEmallPhoneWhOIs java
|IPAddressTolLocation.] java
- PersonToAffLinkedln.java :
PersonToEmallPhoneSﬂeGoogleJava £
‘PersonToEmailPhoneSiteGoogleBlog. java :
- PhraseToEmailPhoneSiteGoogle.java:
- PhraseToEmailPhoneSiteGoogléeBlog. java.
- TelephoneToEmailPhoneSiteGoogle:java
. WebSiteToDNSName.java
WebS|teToWebS|teIncomlnngnk Java
_ WebSiteGetFirstSeen.java !
WebS|teGetServerVerS|on java
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Partl — reIatlonshlp coIIectlon ' q

The th|nk|ng beh|nd the framework PﬂTEH"ﬂ
i :Transforms : who can do anythlng wrth a

e 'Entltres open and expandable S
" Transforms uses plugin arohrteoture |
i This you are onIy I|m|ted by yourown
= |mag|nat|on s

. . fyou are |n the Lexrs/Nexrs olub
-« lfyou work for the phone oompany
e [ youl have access to any other juicy databases




et e

~ Somereally easy examples

-+ DNS name >'IP"h"U'r:'h'ber( sy

. IPnumber -> DNS name
o Domain (wh0|s) ->-email address(es) |
P address (whois) - -> telephone number
-+ Telephone number -> Geo Iocatlon o B
e number >Geo Iocatlon I
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. Tra-nsforms_ tel -> e_mall PATERVA |
i :Some more mterestrng examIOIeS :

Consrder TeIephone number -> emarl address i

. : How would a human do it?

. Step1: Google the telephone Gumber
. Step 2: Look at the snippet/Surf to the result
. Step2:Look for email addresses

= Step 3; See which are Clearly connected to the'

i telephone number E L= o B n

L -_But’ it getsnast_y.._... o -
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- -'_T'r-ansferms"tel-' > ema'.il

. PATERVA |

B 'Assume the number is +27 83 448 6996 il

. =~0834486996 .
. =~ (0)83 448 6996

« =~ 0834486996

. T 4486996

¥ :'ﬁ_;~ etc L

| 'Optlon 1 onIy Iook for 448 6996 e
s Yourfnendly plumber in Burundl -

-. s _Optron 2. Try Comblnatlons =

~ But "+27 83 448 6996” IS mbre I|ker to be correct |
than 083 448 6996 o | e
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Pl dnin o Lot 'eve'_s

| Same goes for First Name/Last Name |
+ Results on search query. for “Roelof Temmrngh IS
‘more likely to contains the correct email address for -_
“me that a query for R Temmrngh | i

So Iets do all the querres but give each g
| Conﬂdencerndex }{jr:;ﬁ_sghh

 Are there ether parameters we can use to mcrease [
the qualrty of our results’? |



Transforms

i '_-'-factOl‘S when sorting by relevance PRTERVA

Frequency of the parsed restlE S

If after parsing, | get roelof temmlngh@gmall com 100
times it's likely to be more reIevant that somethlng
that appears 2 tlmes ' | i

" Slgnlflcance of the S|te where the term is Iocated
EspeC|aIIy necessary when worklng W|th phrases

. Correlatlon to the onglnal search term T
= roelof. temmlngh@gmall com is more Ilkely to be Roelof
~ Temmingh's email address than o '
k03|e kramer@yahoo com i

i :.. :.'.'.' PFOle_l,ty .to thesearCh term_-
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Transforms -using Google | PfeRvA

i _'So for each “fuzzy” 'search (where reIat|onsh|ps are

. not1:1) | can create an confidence index. e

| Usmg Google and only look|ng at sn|ppets I get ce
-+ Speedy results P & |

. Control over amount ef results returned

»  Country specific results o i

-, Significance of site -> Page Rank i |
»  Proximity -> Anything in the snippet is already in
| close proximity. to the search term |
'_:Conﬂdence ipdexe o oo e

~ (Query confidence * Frequency ACross aII pages

_correlation to search term) + (sum of _page ra_nks)
~ Google helps even more e
: Numrange — - for f|nd|ng telephone numbers |n a |
- Certaln area ' Thife
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A NEW TRAIN OF THOURHT

PATERVA |

prarkilir]

g iRt

oL ANY_NAMEkyxnet

| corelifcanseowet.com | asotirewEdetenmina.com

W 1220060628

il archivecert uni-stuttgant de

(i sesrch.epanorg

41 T3620 3831

o ssase Tz

 +643963 5377

§* a5 aTyanes ¥ 60872 EY

e

-cansecwest >pacsec/eusec >dursec >kyx net >dragos Com

3

 (http: //guestbook husi.ro/index.php?page= 18)
Ursu Dragos (ursulet@dragos com)
mbetween
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Wlth aII the grltty detans

T
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| -:--'_';Appllcatlons a. k a So what”? PRTERVA

| ”For conventlonal securlty

Stock standard footprmtlng (DNS IPs domalns etc) e
. Nice for finding war dialing (?!) ranges - |

| » largets for social englneerlng and client side attacks

. Alternative email addresses for content attacks
. “if the attacker can get the victim to visit...etc..
. Finding thances W|th weaker security postures |
i Understandlng busmess drlvers and sensmvmes



| -:--'.';Appllcatlons a.k.a So what’?’?,

. lsabc. com a phishing srte’?

| ;'Domarn -> email addresses at domarn
| -> telephone numbers connected'

- ->related DNS names -> IPs
-> Website e
= Whois -> email addresses
-> whois -> telephone numbers
elephone numbers -> Geo location(s)
elephone numbers -> Alternatrve emarls

" IPs -> Geo location(s)
 IPs -> co-hosted websrtes on same IP
PS -> whors -> owners/tel/emarl
~ Website -> First seen date
- Websrte -> Phrases i

elephone numbers - >Re|ated teI numbers e

PATERVA |



Appllcatlons

more interesting stuff | PRTERVA |

. Whoat the NSA uses Gmall? |
Domain -> telephone numbers
Telephone number (area) e Emall addresses

»  Which NASA employees are usmg Myspace/LlnkedIn?
Domain -> email addresses
Email addresses -> socral network

WhICh people in Kabul are usmg Skype’?
Telephone number (area) -> email addresses
Email addresses -> Affiliation



Even more appllcatlons | e
In WhICh countries do the USMC have bases |n’?
Domam -> Sub domains n
Sub domains -> DNS names
DNS names -> IP addresses
~ IP addresses -> Geo location

- Other uses even..

o What are the names and ema|I addresses of slngle

. young woman in my nelghbourheod who are stra|ght (or
not)? | - -
phone area -> email

email -> social myspace

[filter]



A NEW TRAIN OF THOURHT
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OK..s0 he's 49 and into pot

1133 West Hastings Street

Vancouver, British Columbia photo tour

VGE3T3 Canada

Phone: [ 604 6839211 leonfia@hotmail.com:200:11ar2lrlggSpc generator:Goog.
Fax: 1604 689 4358 luismoran@shaw.ca:200: lcvpro3uvx94y generator:Google
Sales: 1604 691 2756 cannabisculture.comf200:ejxpahutkd8a generator:
SR T S e A mary . rideout @ fourseasons.com: 200: 1b2gxjBzzkhf? gener
Toll-free: 1 800 905 8582 pfmépfmsearch.com:200:5tpk00nmcfdd4 generator:GoogleE
slgl@vrir.de:200:178dtscs3exBv generator:GoogleFromT
sreidlpgi.com:200:902meafwkxe generator:GoogleFromTe: |
abgsmailf@abgs.com:100:1spshsjybsdbz generator:Google
aca onlinef@mac.com:100:12g3ar9wrdj9%9i generator:Googl
adminémascalldance.ca:100:1iaba6éxbwz9wl generator:Gc
sharwrimbkblmmobkafFF Aram: TR : TATvsnAmroin Tmer manawrokas = Mo

J The First Arab-lsraeli Joint Conference on Peace and Druas Policy

If you would like information al:mut this cnnfs*rence please contact Marc Emery. |Phone: (604)
BB9-0590 |Email:

www.cannabisculture.com/articles/4815.htm| - E1I-c Cached - Similar pages

Marc Emery

Located on the waterfront in |
Vancouver Hotel Harbourside

"America's Most
Wanted: Marc Emery,
Prince of Pot"

Male

459 years old
Vancouver, British
Columbia

Canada

" 3 1 N K
¥ ottt o i oy Db MDA B R e iy W )

General Individual freedom, , marijuana,
women, sex, Video technology,
NOVEMBER 7, 2006 USA election!

: ik
View My: Pics | Videos
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HoId your horses

..a.k.a 'but this is BS' ﬁ“ﬁ"“ |

Baa oo mother/grandma can't even operate a mouse..

e Not everyone on the net gives out their info
» Not aII systems read|Iy glve lnfo to computers

; f The info i is kept closer but aIso W|der

o Whois info details on new domains are now removed
+ But look at I\/Iyspace L Llnkedln

= et _iWeb 2 0 . new generatlon of 'WHAT pnvacy’?’?' |

on Facebook or I\/Iyspace and the|r personal thoughts on
] L|veJournal/BIogger/TW|tter and future- cnngeworthy moments be
- damned. Concern about pnvacy is so last century o)

What th|s “Deep Web” thlng anyhow’?
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el ..You are :

. the mforrrtatron you publrsh

the information others pubhsh abeut you -

your. assocratrons and
the mformatron you search for

=i _The holy grarl of mformatron collectren your search terms

How can we know what other people are searchrng for’?



;__;col_lect'"g your Se_al‘_ch terms_  ATERVA |

..Recently AOL Iost acouple of search terms (weII OK 20 e
millionofthemy =@ i
You can search search terms at data aolsearchlogs com |
- Searches are Connected by userID People are reaIIy we|rd
' hours of fun . i

i g User #1 3324924 searched on: 'help navada a resrdent of yours is
et harrassrng me and threatlng to have me krIIed by a guy named
- ronnie and she erI not give: me my belongrngs she tookk them and
S :-refuses to return my nesseceties' at 2006-04-29 20:11:47
g __User #13324924 searched on cheap flrghts at 2006 05 16 05 4355



i coll'ecting your search -terms .
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o Fn'n"ai?wn

If we controI the |nfrastructure of a network we can

: .« Redirect outgoing traffic to port 80 into a Squid proxy

T Change two settings in the default Squid config to log
- MIME headers (cookle) and show parameters (search

J' . terms)

s Copylogs into a database : i
Eri - et search terms per Google cookle (WhICh exprres |n B

' - 2038) G Sl e e - SR
...and have exactly...the same (pIus we get aIl the srtes the |

user went to as a bonus) B

| What prevents your company/government to do the same’?
= Or . publish your proxy in open proxy list/ become a TOR o
Fimaee node L ; B - i



 Collecting your search terms iy |

lruna super se'oret'p'rojeot called S"o'ok'ah'
. dont ever want people to I«now about it.

. _ When someone search for the word Sookah | want to know |t

Ieaked to someone

AI Y Y P ey ~ N~ II'I\ -‘ AI .Al i nl- ~ 4 I TVl ..'
UUIIlVVd.IIl. lIIUIIIlUI UUUllld.l IU

- 'I reglster an Adword |sntCzoogIe wonderful’?
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: rn ,r\ —~ SoundClick song info: Sookah by Hadjee and the Wartones - Modemn ...

nfeamenct: ..r"r" aA sookah - Google Search = |
: ‘ Q:I A %‘ 1; ; h‘ http:/ fwww.google.co.za/search?hl=en&q=sookah&btnG=CGoogle+ Search&r ¥ 'Z:::' _'r Yy £
t=rt ‘ 1| NF WH T
Getting Started Latest Headlines 5 1
Images Groups News mores» n“n

Googlef. |500kah > Search | Adiancad Search

rch: % the web ¢ pages from South Africa

Web Results 1 - 10 of about 449 for sookah. (0.14 seconds)

Sponsored Links (:)1'..'
 ——————— SoundClick band page for Hadjee and the Wartones: band bio and Traditional Arabic MP3 . =
2eig <;;':| 5 music downleads. Reqgister now 9_’
i www.soundclick.com/bands/songlinfo.cfm?bandl D=471 DEd&sonng'dB&M?? 16k - Best priced demain and web hosting.
: Getting Startec Supplemental Result - Cached - Similar pages Register your domain today!
T Gooale Ad ) ] | ) www.register.com
_ Lyrics for "Sookah" by Hadjee and the Wartones - SoundClick song info o
About "Sookah": the sun rose and so did she, with a renewed vigor and energy, determined Sign Out
GO L'“ to meet her daily destiny thru the trials and tribulations of the ..
AdW www.soundelick.com/bands/Lyrics.cfm?BandID=471 Dzd&snngld-daﬂl}d?'? - 13k -
ards
Supplemental Result - Cached - Similar pages
Campaign Search e
sookah's Favorites » Arab-Zone.com ‘
A nt S ‘ 5
st A Arab-Zone.com. Meet Arab People, Make new friends... Blogs, Friends, Groups, Emails and E
~ty e~ .. alot morel ?
AN alllp yww_arab-zone.com/sookah/favorites/ - 16k - Cached - Similar pages
+ Create a1 "
scckah s Proﬁle » Arab—che cam -;E
Pause | Done PR
[T Campaign Name Current Status Current Budget [?] Clicks = Impr. CTR Avg. CPC Cost
[T Sookha Active ‘ R15.00 / day o 0.00% - RO.00
Total - all 1 campaigns - - R15.00/ day 0 0.00% . R0.00
active campaigns
Leam how youraccount settings affect vour ad pedfarmance. |
Reporing is not reaktime. Clicks and impressions received in the last 3 hours may not be included here. Time zone for all dates and times in data tables, reports, and billing: {GMT+02:00) Johannesburg. Leam mare. -41
Starting page is: Campaign Summary (this page).
Make Account Snapshot my startin . (@
2007 Google - AdWords Home - Editorial Guidelines - Privacy Policy - Contact Us :
i s
| Done = = = = = = = = — = = : adwprds.gongle.;om ﬂ Al '
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A dlfferent thtought

"_i'Your Irfe story rn no more than ) pages
A k a your resume :

- Onoe you get someones resume you know aII about the i
-~ person. . - @ .
. You can searoh for it .. B

i _YOU oan get people IO seno |t to you

Recrwtment is easy e

r'_.You can even speolfy WhICh types of people )

| “Look/ng for nuc/ear so/ent/st/eng/neer W/th ex,oer/ence R
Uranium enrichment and m//rtary background Earn top e
_dollar, 401K ,o/an o/enta/ ooverage 25days /eave Flexr t/me
i ADD/V Wah e R



Part II Usmg the ||nformat|on ﬁﬁﬁﬁ

. ".'.Hackers are not good at applymg mformatlonf.gs; : Sh -

- f'They are dewous but not outrlght crlmmal



5 .Usi_ng the ithrmation

Hlt&run e o PATERVA | ‘

Spoof email from the FD to employees (& BIoomberg)ﬁ o
stating the CEO has resigned /oompany is insolvent /
__ sell your shares/etc. =~ | e
o Register a site in the name of the holding companys |
~ director. Mirror a porn site. Populate. Spoof mail from
“a techie at the s|ster company to everyone about the
-_ drsoovery Make it look like a CC that went wrong.
~ » Spoof SMS from the FD S moblle phone to a high
~ profile investor about corruption in the company.

o Watoh the share prroe drop, buy low, seII hrgh

But this is kid's stuff and is easy to spot T|m|ng however
1 |s everythlng i
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- Usingthe information

1 '..Baok to company X

 Let's assume we create a lnformatron tootprrnt of X usmg

the framework.

* After a couple of hours we know who are d|reotors at o

. =i

; ,_nerr hobbtes it . | i
heir social network olubs they belong to therr fnends

oompany Xand L | =
"heir email addresses — therr pnvate ones too E

The Iooatron of therr blogs

o We aIso have a I|st of emall addresses of thelr employees
e . '
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Usmg the mformatlon

Personal onI|ne |dent|ty theft Fn'n"ai?:un ‘

:'_If these people dont have a strong onI|ne presenoe we will S

help them out: | | st
Create a Gmall (or pICk any other wrdely used free emall). L

address in their name B e
a Regrstertqem (and thelrfnends) on L|nkedln i

Register them on MSN/Skype/Google Talk o

' :teglstertqem on MySpaoe (or pICk appropnate soolal g

_ network) sl T NI

Create a blog for them on BIogspot/WoroIPress

s Subscribe them to a couple of mailing lists
~,Oh...and you might register a srmllar domaln for them

B (Ilke .phishing you know) .

~ Can you automated this ? (even wrth CAPTCHAs’?)

~ We've Collected all the rnfo to re- oreate them very I|fe I|ke
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Usmg the mformatlon

|dent|t|es are grown not born Fn‘risi?wn

'S;I_People don't appear from nowhere
;-"We need to give their new identities Credlblllty

 If you Google someone...they maglcally exists
fe Blogs and posts are tlme stamped :
| Unless we control the underiylng mfrastructure

B (although its more effort and a single point of fallure) e
- Thus — we need to grow-these ldentltles because we
~can'tmanipulate the time line " =

.« Arbpostings te“mallmg Ilsts/blegs

s Sign a “guestbook” (remember those’?) T e
e Basmally get the identity out there on anythmg thats
~indexed — and will thus show up later. o

L .It can take months...perhaps years..if you do it rlght

. -’_"-If we mvestlgate lt i must |00k real
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Usmg the data ”

Startlng & Campalgn _P_Arm“

;Now that I am you and your board | need a mrssron
L 'It aotually borls down to plarn oId marketrng

o People are flock anrmals .
. So first create a virtual flook of people.
: Grow many more identities (we know the players)
) Manrpulate counters. (its SO 903) , i
_'., Manipulate Votes /polls =~ ]
Generate automated oomments / forum

» ...and others will foIIow '

.' Seems like a lot of hard work but
watoh this space S
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Commg soon to blog near you

“automated comments Pmmm

: /code/autosent roeloftemmmgh$ perI generate pI data-dlsagree/

] dont understand th|s The |deas you spoke about are honestly buIIsh|t | have never seen
such a load of bullshit. -
a  Our company basically do not figure your statement The fundamentals here are wrong' s
- have not experienced this type of S|tuat|on' Do you believe this nonsense'? This is totally -
= fabricated. '
& |have surely never seen this type of S|tuat|on Get a life; You honestly beheve |n this
' nonsense? This is FUCKING appalllng £ -
We do not get this thinking. e e
This idea’is unbehevably bad' You con3|der th|s waste’? Th|s is nonsense' i
LI A e siifiail '
This posting is bad! The thmktng here is full of shif: e Ho -
_ 1 have never ever seen any of the thmgs I|sted here Dude you shouId be spendmg tlme on
otherstufft :
-~ This is fucking ridiculous. Do you conS|der th|s bull? C'mon - th|nk about |t
> Your company ought to be researchlng more interesting things.
»  We utterly do not figure this article. This argument is rubbish.

. CAPTCHAS??
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Thus .In conclusmn

The mouse |s mlghtler than the pen PATERVA |

iSeounty experts tend to focus on technology |tself |
ignoring the applloatlon and. surroundlngs of it's use.

. The web 2.0 contains great tech (?secure?) but little

_is known about the seounty 1mpI|oat|ons when the
| teoh IS aotually used L =

g Real onmlnals don't wnte buffer overflows - they
. follow the route of least re5|stanoe
~» Mainstream onmmals tend to lag behlnd We knew
- about phlshlng attacks back i in 95. | |
. What will be on their minds in 2010’? | |
o am guessmg It would be somethlng olose to th|s
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